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Abstract: It is well-known that machine learning models are vulnerable to small but cleverly-
designed adversarial perturbations that can cause misclassification. While there has been major 
progress in designing attacks and defenses for various adversarial settings, many fundamental 
and theoretical problems are yet to be resolved. In this talk, we consider classification in the 
presence of L0-bounded adversarial perturbations, a.k.a. sparse attacks. This setting is 
significantly different from other Lp-adversarial settings, with p >= 1, as the L0-ball is non-
convex and highly non-smooth. In this talk, we discuss the fundamental limits of robustness in 
the presence of sparse attacks. In order to find an upper bound on the robust error, we introduce 
novel classification methods that are based on truncation. Furthermore, in order to find a lower 
bound on the robust error, we design a specific adversarial strategy which tries to remove the 
information about the true label given the adversary’s budget. We discuss scenarios where the 
bounds match asymptotically. Motivated by the theoretical success of the proposed algorithm, we 
discuss how to incorporate truncation as a new component into a neural network architecture, and 
verify the robustness of the proposed architecture against sparse attacks through several 
experiments. Finally, we investigate the generalization properties and sample complexity of 
adversarial training in this setting. 
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